CYBERSECURITY

A practical guide to protecting accounts,

F U N DA M E N TA I_ S devices, data, and digital services

LEARNSAPPEAL | ORIGINAL COURSE
Understand the risks. Build safer habits. Respond with a plan.
Learn core security ideas through practical, defensive examples for personal devices, websites, and small teams.

Safe practice comes first

Only test systems, accounts, networks, and data that you own or have explicit permission to assess. The exercises in this
course use planning, configuration review, and intentionally local examples. Never probe a real service without written
authorization and a defined scope.

Course map: Protect people and systems (Modules 1-6), then detect, respond, and improve (Modules 7-12). Includes checklists, scenario
exercises with answers, a glossary, and current references.
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How to use this course

Think of security as reducing risk rather than making a promise that nothing can go wrong. For each lesson, identify what
needs protection, what could go wrong, and one practical control that lowers the chance or impact of harm. Use the
checklists to improve your own accounts or a system you are authorized to manage.

By the end, you can: describe common threats; protect accounts and devices; recognize phishing; explain network,
application, and data safeguards; understand basic monitoring and incident response; and make improvements using a
repeatable risk-based approach.

Course map

1. Security, assets, and risk

* 2. Threats and social engineering

« 3. Passwords and multi-factor authentication
« 4. Secure devices and updates

» 5. Networks and safe connections

* 6. Protect data with access controls and backups
* 7. Web application security

* 8. Encryption and privacy

9. Logs, alerts, and detection

« 10. Incident response and recovery

* 11. Governance, risk, and human factors

» 12. Capstone: secure a small learning site
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PROTECT PEOPLE AND SYSTEMS

1. Security, assets, and risk

An asset is something worth protecting: an account, device, service, record, or the ability to keep working. A threat could
cause harm by exploiting a weakness. Risk combines how likely an event is with its impact. Security balances
confidentiality (who can see data), integrity (whether it stays correct), and availability (whether it is reachable when
needed).

Practical checklist

A practical risk note records: asset; possible event; weakness; |ikely inpact; existing safeguards; next action.

Check your understanding
* What are the three security goals often called CIA?
* What is a vulnerability?

» Why prioritize risks instead of treating every issue equally?

Suggested answers
1. Confidentiality, integrity, and availability.
2. A weakness that could be used to cause harm.

3. Time and resources are limited; prioritize the highest likely impact.

2. Threats and social engineering

Attackers may exploit technical weaknesses or manipulate people. Phishing messages create urgency, impersonate
trusted sources, or ask for secrets. Verify unexpected requests through a separate known channel. Check the sender
and destination carefully, but remember that names and logos can be copied. Reporting a suspicious message quickly
helps others respond.

Practical checklist

Pause before acting on unusual paynent, password, docunent, or |ogin requests. Navigate to a service using a saved booknmark or type

Check your understanding
* Name two common warning signs in a suspicious message.
« Why verify a request using another channel?

» What should you do if you already clicked or shared information?

Suggested answers
1. Unexpected urgency, unusual sender, request for credentials, or mismatched destination.
2. The message itself may be controlled by an impersonator.

3. Report promptly, follow your organization’s response steps, and change affected credentials using a trusted device if instructed.

3. Passwords and multi-factor authentication

Use a unique password for each important account. A reputable password manager can create and store long random
passwords. Multi-factor authentication (MFA) asks for another proof in addition to a password; phishing-resistant
methods such as passkeys or security keys offer strong protection where supported. Save recovery codes securely and
review account recovery options.

Practical checklist

Account checkl i st:

- uni que password stored in a password nmanager

- MFA enabl ed, preferably phishing-resistant

- recovery enmil and phone current

- active sessions reviewed after a suspected conproni se

Check your understanding

* Why should passwords not be reused?
» What does MFA add?

* Where should recovery codes be kept?
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Suggested answers
1. One breached service should not unlock other accounts.
2. An additional proof beyond the password.

3. Somewhere protected and separate from the account they recover.

4. Secure devices and updates

Enable automatic updates for operating systems, browsers, and apps when practical. Remove software you do not use.
Use screen locks, device encryption, and standard user accounts for everyday work. Install apps from trusted sources
and review permissions. Keep a way to locate, lock, or erase a lost device when appropriate.

Practical checklist

On a device you manage, review updates; screen |ock; disk encryption; app sources; unnecessary accounts; and recovery options. Rec

Check your understanding
» Why install security updates promptly?
* Why use a standard account for everyday work?

* What does device encryption help protect?

Suggested answers
1. Updates often correct known weaknesses.
2. It limits what accidental or malicious software can change.

3. Stored data if the device is lost or accessed without authorization.

5. Networks and safe connections

A network connects devices and services. Home routers should use current security settings, a unique administrator
password, and updated firmware. Public Wi-Fi can be useful but should not be treated as trusted; use secure HTTPS
sites and organization-approved remote access. A VPN protects traffic between your device and its VPN endpoint, but it
does not make phishing or unsafe downloads harmless.

Practical checklist

Connection habits:

- use WPA2- AES or WPA3 where avail abl e

- change default router administrator credentials
- update router firmiare

- avoid unknown W-Fi for sensitive work
Check your understanding

* Does a VPN guarantee safe browsing?

* Why change a router’s default administrator password?

* What does HTTPS help protect in transit?

Suggested answers

1. No; it does not prevent phishing, malware, or unsafe behavior.
2. Defaults may be known and reused across devices.

3. It encrypts the connection to the website and helps protect data in transit.

6. Protect data with access controls and backups

Give people and services only the access they need, and remove it when it is no longer needed. Use separate accounts
rather than shared credentials. Backups should be automatic, protected from ordinary account compromise, and tested
through restoration. Decide what data to keep, who can access it, and when it should be deleted.

Practical checklist

A sinple backup plan answers: what is backed up; how often; where copies are kept; who can restore; how restoration is tested; and |

Check your understanding
* What does least privilege mean?

* Why test restoring a backup?
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* Why should access be removed when a role ends?

Suggested answers
1. Give only the permissions needed for the task.
2. A backup is useful only if it can be restored correctly.

3. Unused accounts and permissions remain pathways to data.

DETECT, RESPOND, AND IMPROVE

7. Web application security

Web applications should validate input, enforce authorization on the server, protect sessions, and handle failures safely.

Output should be encoded for its context to reduce injection risks. Keep dependencies updated and secrets out of public
client code. Review the current OWASP Top 10 as an awareness guide; it is a starting point, not a complete security test.
Test only applications within your authorized scope.

Practical checklist

Secur e devel opnent questions:

- |Is access checked on every server-side action?
- Are user values treated as untrusted?

- Are errors useful wthout exposing secrets?

- Are dependencies and build processes reviewed?
Check your understanding

* Where should a permission check happen?

» Why treat browser input as untrusted?

« Is a list of common risks a full security assessment?

Suggested answers

1. On the server for every protected resource or action.

2. A visitor can change anything sent by their browser.

3. No; it helps awareness but does not replace testing and review.

8. Encryption and privacy

Encryption protects information by transforming it so only someone with the right key can read it. Use well-maintained
platform libraries and protocols rather than inventing cryptography. Encryption in transit protects communication;
encryption at rest protects stored data, subject to key access. Collect less personal data, limit retention, and explain how
information is used.

Practical checklist

A safe design describes: data collected; purpose; authorized viewers; storage and transni ssion safeguards; retention period; deleti

Check your understanding
» What is the difference between data in transit and at rest?
* Why not design a custom encryption algorithm?

* How does data minimization help?

Suggested answers
1. In transit is moving between systems; at rest is stored.
2. Cryptographic design is difficult and errors can defeat protection.

3. Less collected information means less exposure and fewer records to protect.

9. Logs, alerts, and detection

Logs record events such as sign-ins, permission changes, and service errors. Useful logs support investigation, but
should not contain passwords, access tokens, or unnecessary personal information. Protect logs from alteration and limit
who can view them. Alerts should focus on meaningful events and have a clear owner, so important signals do not
disappear in noise.
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Practical checklist

A smal | service might nonitor:

- repeated failed sign-ins

- new adnmini strator privileges

- unusual error or traffic patterns

- backup failures

Keep a response contact and retention period for each signal.

Check your understanding
* Name an event worth logging.

» Why avoid storing tokens in logs?
* What should an alert include besides a signal?

Suggested answers
1. Sign-in attempts, permission changes, or backup results.
2. A reader of the log could reuse the token to access an account.

3. An owner and a clear next action.

10. Incident response and recovery

An incident may involve a lost device, compromised account, suspicious software, or exposed data. Prepare contacts
and roles before an emergency. When something happens, report quickly, preserve useful evidence, and follow the
organization’s plan. Containment, investigation, recovery, and communication should be coordinated. Do not delete
evidence or make public claims before responsible responders assess the facts.

Practical checklist

First actions for a suspected account conprom se:

1. Use a trusted device and contact the service or security team
2. Follow approved steps to secure the account and sessions.

3. Preserve the suspicious nessage and rel evant tines.

4. Report what happened and what infornation nay be affected.

Check your understanding

* Why report quickly?

» Why preserve messages and timestamps?

« Who should make decisions during an organizational incident?

Suggested answers

1. It can reduce the time an intruder has access and help protect others.

2. They can help responders reconstruct what happened.

3. The designated incident lead or security team, following the response plan.

11. Governance, risk, and human factors

Security is an ongoing responsibility shared across people, processes, and technology. NIST CSF 2.0 organizes
outcomes as Govern, ldentify, Protect, Detect, Respond, and Recover. Use it to structure discussion and improvement; it
is not a checklist that guarantees security. Clear ownership, usable processes, staff training, and reporting without blame
help controls work in practice.

Practical checklist

For one inportant service, nane: owner; data handl ed; top risks; protective controls; nonitoring signal; incident contact;

Check your understanding
» What does the Govern function help establish?
« Does following a framework guarantee a secure system?

* Why make reporting easy and blame-aware?

Suggested answers
1. Context, roles, policy, and oversight for cybersecurity risk.
2. No. It guides risk management but cannot eliminate risk.

3. People are more likely to report problems early, improving response.
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12. Capstone: secure a small learning site

Create a defensive review for a fictional course website. List important assets and likely threats. Review account
protections, updates, permissions, data handling, backups, application safeguards, logging, and incident contacts.
Prioritize three improvements by risk and effort. Define how each change will be checked and who owns it. Do not scan
or probe an actual site unless written authorization clearly permits it.

Practical checklist

Capstone deliverables:

one-page asset and risk |ist

prioritized inprovenent plan

account, update, backup, and access checkli st
sinpl e incident contact and recovery outline
evi dence that checks were conpl eted

gRwbPE

Check your understanding
* Why prioritize improvements?
* Name a safe way to verify a backup plan.

* What must be clear before security testing a real website?

Suggested answers
1. To address the most important risks with available resources.
2. Restore a test copy in an authorized environment.

3. Written permission, target scope, allowed methods, time window, and contact.

Scenario workshop

1. A suspicious login message

An employee receives an unexpected message asking them to sign in immediately. Draft a safe verification and reporting
sequence. Include what information should be preserved and how to avoid using the message’s link.

2. A lost work laptop

A laptop containing work files is missing. Identify who should be notified, which device protections matter, what access
may need review, and how the incident should be documented.

3. A course catalog release

Before publishing a new version, check access to files, dependencies, secrets, data collection, backups, and error
handling. Define a rollback route and the person responsible for approving release.

Safe practice rule
Learning about security does not grant permission to test someone else’s system. Use intentionally vulnerable training
environments or systems you own, and follow the written scope and rules provided by the owner.
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Glossary
T
Asset A person, service, device, data, or capability that has value.
Authentication Checking a claimed identity.
Authorization Checking what an identified user may do.
Encryption Protecting information by making it unreadable without the right key.
MFA Multi-factor authentication; using more than one kind of proof to sign in.
Phishing A deceptive message intended to trick someone into an unsafe action.
Risk The possibility and impact of harm to an asset.
Vulnerability A weakness that could be exploited.
Least privilege Granting only the access needed for a task.
Incident An event that may threaten confidentiality, integrity, or availability.
Backup A separate copy of data intended for recovery.
OWASP Top 10 An awareness document describing prominent web application security risks.

Further study

These official resources provide current guidance and frameworks. Use them alongside your organization’s policies and
local legal requirements.

* NIST. Cybersecurity Framework 2.0. https://www.nist.gov/cyberframework
* CISA. Secure Our World. https://www.cisa.gov/secure-our-world

* OWASP. Top 10:2025. https://owasp.org/www-project-top-ten/
o NIST CSE 2 0 Overview Guide httns-//esre nist aoviniihs/sn/1290/final

Course completion checklist

| can identify important assets and risks; protect accounts and devices; recognize common social engineering; explain
data, network, and application safeguards; identify useful logs; describe incident response and recovery; and improve
security with authorization, clear ownership, and regular review.
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